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5G Workshop

Simplify Your 5G Security Roadmap

The 5G Assessment protects you from cyberattacks by providing current
state analysis and expert-level recommendations for your security
environment. Simplify your road to best practice adoption to maximize
your return on investment and increase your cyber resiliency.

Overview

Reducing cyber risk and costs can't come at the expense of building a business that is
equipped to meet new challenges and opportunities. Our 5G Assessment can help you reduce
risk and improve operational resilience, so you can embrace digital with confidence. We offer a
complimentary 5G assessment that is tailored to your organisation's cyber maturity objectives.
By understanding your current security posture, we design a roadmap that's right for you.

The 5G Assessment covers the following technology areas and takes approximately one hour
to complete. Each technology area has a focus on the following network areas: 5G Core & Edge,
Roaming, RAN and Gi/N6 - Internet.
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What you can Expect

° An accurate analysis of your current security posture with regards to all the components that
make up 5G security..

Enablement of security teams so you may best optimize existing technologies
Reduction in overall business risk by incorporating new technologies and security controls

Fig I: Executive Summary - aggregate, non-technical view of significant overall findings.

Executive Summary

Security Posture Maturity

Moderate

The assessment results indicate that some security capabilities have been implemented but there are gaps that need 1o be addressed in order to fully ensure a consistent and secure approach.

Key Findings Across Modules

Dos & Recon User Protection People Application Protection
Capability coverage is well addressed. Ensure you have a Capability coverage is well addressed. Ensure you have a Capability coverage is well addressed. Ensure you have a Capability coverage is well addressed. Ensure you have a
consistent approach across all scenarios consistent approach across all scenarios consistent approach across all scenarios consistent approach across all scenarios

Governance Visibility Threat Prevention Segmentation

There are identifiable capabilities in this area, but some There are identifiable capabilities in this area, but some There are identifiable capabilities in this area, but some There are identifiable capabilities in this area, but some
scenarios are not yet addressed or not configured to follow best scenarios are not yet addressed or not configured to follow best scenarios are not yet addressed or not configured 1o follow best scenarios are not yet addressed or not configured to follow best
practice. practice. practice. practice.

Decryption Filtering Data Protection

There are identifiable capabilities in this area, but some There are identifiable capabilities in this area, but some There are identifiable capabilities in this area, but some
scenarios are not yet addressed or not configured to follow best scenarios are not yet addressed or not configured to follow best scenarios are not yet addressed or not configured to follow best
practice. practice. practice.
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